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Summary
The US has less than half of the cybersecurity candidates it needs to keep up with ever 

intensifying demand. For every 100 cybersecurity roles needed, there are a mere 48 

qualified candidates, many of whom are already gainfully employed. So how can we 

solve the cybersecurity talent crisis? 

The answer: build, don’t buy.1 Rather than publishing dozens of postings that don’t 

seem to attract the right candidates, companies should focus on re-skilling existing 

employees. Together, companies and their civic, education, and workforce partners can 

develop workers with the necessary skills and close the talent gap in this vital industry. 

This paper offers suggestions regarding which candidates are ideal for reskilling, as well 

as which skills companies and regional training and workforce partners should develop.EconomicModeling.com

https://joshbersin.com/wp-content/uploads/2019/10/Build_vs_buy_Bersin_1.0.pdf
http://www.EconomicModeling.com
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Foreword
Cybersecurity Careers:   
A Problem of the Talent Supply Chain

The dramatic shortage of cybersecurity experts points to a critical problem in business: as new 

technologies and business trends emerge, we are always looking for a new breed of experts to 

fill these roles. In this case, cybersecurity is what we call a hybrid job—it requires a large amount 

of technical and domain knowledge, but it also requires an understanding of IT architectures, 

policies, and human issues in business. And as the demand and maturity of cybersecurity grows, 

there will be sub-specialties created as well.

In all my years working with senior HR and business leaders, I’ve continuously found that searching 

for people with the perfect skills is often one of the most expensive ways to fill these jobs. Yes, 

companies need to help find, develop, and promote the need for certified professionals in this 

role. But for a larger company, the far easier approach is often to build these skills internally; i.e., 

leveraging people you already have in the company.

Emsi’s research clearly points this out. Cybersecurity experts have broad backgrounds: they 

understand IT, math, business, as well as accounting and engineering. In fact, a large financial 

services company conducted a detailed analysis of its workforce and found that the most ready 

professionals for this role were financial auditors. These professionals already knew a lot about IT 

systems, they had immense attention to detail, and they understood how to track a chain of events 

to identify the cause of a problem. Most big companies have lots of staff in these roles, so moving 

them into cybersecurity can often be a tremendous career boost.

To make this even more effective, we recommend that companies build what we call a capability 

academy. This is a program focused on helping the people in this role learn, share, and develop 

the skills they need in a holistic group setting. Since this is a domain that changes rapidly, the 

academy could include outside speakers, industry experts, as well as professionals sharing what 

they’ve learned. This not only helps develop internal skills, it also becomes a magnet for hiring 

professionals who want to stay ahead in their career.
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Finally, I want to point out that hiring people in high demand can be difficult. Companies often 

have to compete for talent, pay high fees to recruiters, and spend an inordinate amount of time 

coming up with bonus programs and other incentives to attract candidates. And even after doing 

all this, talent in these kinds of markets often move for more money. So in addition to building 

internal skills and a capability support system, we recommend you also recruit for culture. 

Cyber experts, like all other professionals, want to work in a company and team they respect. 

Our research shows that when the talent market is highly competitive, the softer side of the job 

becomes even more important.

I want to applaud Emsi for this important and educational research. Look at your cybersecurity 

needs as an ongoing talent-supply-chain challenge and think about how you can build, buy, and 

borrow talent to stay ahead.

Josh Bersin
Global Industry Analyst and Dean, Josh Bersin Academy
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America Needs  
Cybersecurity Experts Now

In other words, we have a double-edged talent problem: 

1. Employers can’t find the professionals they need.

2. Workers don’t know how to access the next rung in their careers. 

Workers don’t know which route will allow them to progress, while businesses—despite the 
increasing educational focus on STEM—can’t find enough people with the highly specific cyber 
qualifications necessary. These problems cannot be solved without clarity around skills on 
both sides. 

Cybersecurity workers were already in high demand (and short supply) before the COVID-19 
crisis. Now we need them more than ever as e-commerce skyrockets2, colleges and universities 
go digital, and millions of Americans work from home on personal networks. Spam, malware, and 
scams sabotage the unsuspecting.3 Cyber attacks against the WHO doubled in March.4 And the 
US Health and Human Services Department was hacked.5 

The (ISC)2 study offers hints. The report found that the top job concern among cybersecurity 
employers was the lack of skilled or experienced personnel. In addition, the report discovered that 
even though cybersecurity professionals with certain critical certifications earn significantly more 
than their peers ($93,000 vs. $75,000 annually), only 49% of current workers say they have a good 
idea of how to progress in their cybersecurity careers. The top two obstacles these workers face 
are, first, the cost of certifications, and second, the lack of clear career path opportunities.

Right now, it would take a 145% increase 
in the current cybersecurity workforce to 
meet global demand, according to a new 
report by (ISC)2.6 The digital world plays a 
profoundly important role in our lives, from 
apps and social media to banks and the vast 
sector of defense and national security. 
Cybersecurity professionals are the 
safeguards of this vast digital economy. So 
why aren’t there more of them?

1

https://footwearnews.com/2020/business/retail/online-retail-sales-coronavirus-1202949538/
https://labs.sentinelone.com/threat-intel-update-cyber-attacks-leveraging-the-covid-19-coronavirus-pandemic/
https://labs.sentinelone.com/threat-intel-update-cyber-attacks-leveraging-the-covid-19-coronavirus-pandemic/
https://www.securityworldmarket.com/int/News/Business-News/during-covid-19-no-one-is-immune-to-cyber-attacks
https://www.bloomberg.com/news/articles/2020-03-16/u-s-health-agency-suffers-cyber-attack-during-covid-19-response
https://www.isc2.org/Research/2019-Cybersecurity-Workforce-Study
https://www.isc2.org/Research/2019-Cybersecurity-Workforce-Study
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In the following report, we use new insight on skills to address this critical problem of the cyber 
talent shortage. Our data suggests that the talent shortage is a testament to the need for a “build, 
don’t buy” model of talent development. Buying talent means searching for and hiring a new 
employee who has the needed skills. Building talent means helping the employees you already 
have (and ultimately, the workforce at large) acquire the new skills they need for the job. 

As far as cybersecurity is concerned, the “buy” model is clearly less effective, while the “build” 
model offers more promise. To realize this promise, companies need better strategies to up-skill 
current employees in roles that might be in lower demand, and to retrain or up-skill displaced 
workers in need of new employment. 

Cybersecurity demand is twice as great as supply 
To understand the extent of the cybersecurity shortage, and why the buy model is so problematic, 
We estimated the total demand for cybersecurity roles, and compared it with our estimate of 
existing cybersecurity professionals.* 

Demand for cyber and information security exceeds supply by a huge margin. For every 100 job 
postings, we estimate there are only around 48 qualified candidates. This means demand is twice 
as great as supply. To get the talent they need, businesses are forced to be ultra competitive, 
recruiting from within other companies. The result is a vicious “zero-sum game”7 as companies 
shuffle talent between themselves because there isn’t enough to go around. 

It should be noted that this data represents a pre-COVID-19 economy. Since it is difficult to know 
how the crisis may have affected trends in cybersecurity, our analysis draws on data from the 
fourth quarter of 2019 as a baseline of relative stability. That said, we have confidence that cyber 
will continue to be very in-demand; perhaps even more so given the dramatic shift to working 
from home, online school, and a much heavier reliance on e-shopping. Essentially, the coronavirus 
will likely heighten the need for cyber skills.8

 

*See source note on page 18.

National cybersecurity demand
is twice as great as supply

FIG 1.1 
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Major cybersecurity markets are hurting the most
Unfortunately, the biggest markets—where cybersecurity is most needed—are among those with 
the largest talent gaps.

The graphic below shows a city-by-city comparison of people with cybersecurity skills versus 
companies seeking cybersecurity professionals. The gray line highlights the point where the ratio 
of supply to demand is one to one. In other words, it indicates a labor market at equilibrium. 

FIG 1.2
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The chart illustrates the critical intensity of the cybersecurity problem. Every major US city we 
explored demonstrates far more cyber demand than cyber supply. The red dots indicate cities that 
have more demand than supply. The farther below the line a city lies, the greater the gap between 
the talent it needs and the talent it has.

The national talent shortage in cybersecurity becomes even clearer when we contrast it with the 
talent needs of software development. We tend to think of software development as being a 
relatively hard job to fill, but as you can see from the chart below, the market is much closer to 
filling its needs for software development workers than it is for cybersecurity. 

FIG 1.3
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Washington, DC: canary in the infosec coal mine
DC towers over other cities in terms of raw talent, with an estimated supply of over 40,000 
cybersecurity experts. The next largest talent hubs, Dallas and New York, have less than half of 
those cyber-talent numbers. Interestingly, the largest cities for supply aren’t necessarily the largest 
for demand. New York has only slightly less supply than Dallas, but noticeably more demand. And 
while DC’s raw supply is the highest of any American city, the demand is also that much greater. 
For every one cybersecurity worker, there are two unfilled cybersecurity roles. This situation isn’t 
ideal anywhere, but it particularly needs to be addressed in DC. 

FIG 1.4
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DC’s predicament underscores the limits of relying on job advertisements as the best method of 
finding talent (aka the “buy” paradigm). In this case, firms are forced to hire from other firms, and the 
talent shortage is merely passed around from company to company. Talent becomes increasingly 
expensive and the shortage is never solved. And since demand continues to grow, without a 
corresponding increase in the supply of workers, even the few companies that can afford to buy 
cybersecurity talent will soon feel the pinch. 

So since buying cybersecurity talent doesn’t work, what does building it look like? In the next 
section, we will outline the key elements employers and regions need for successful cyber talent 
development strategies.

The first step in building cyber talent is better understanding the specific skills that need to be 
developed. A skills-based approach allows us to look beyond the limits of job titles or SOC codes 
to identify the actual real-time needs of businesses. 

In the next three sections, we consider businesses’ needs for cybersecurity roles. 

1. Businesses need workers with cybersecurity-specific certifications. 

2. Companies should develop this cybersecurity talent by retraining IT, finance, and 
business operations roles. 

3. Domain expertise and local industry needs also shape regional cyber demand. 

GIAC (Global Information Assurance Certifications) is a professional association that offers over 
30 cybersecurity certifications. Several of these certifications, such as penetration testing, malware 
analysis, and data loss prevention, appear as skill gaps in the following chart. In fact, nearly every 
skill gap shown could be covered by one GIAC-style certification or another. Even skills that do 
not explicitly mention certifications such as “penetration testing” tend to be covered by various 
cybersecurity certificates.

These gaps in certifications in DC, New York, and Dallas track with the findings of the ISC2 report, 
in which unclear career paths and the cost of certification accounted for nearly 60% of self-
reported obstacles in pursuing a cybersecurity career. 

Building Cyber Talent2 Cities across America need cyber experts
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A lack of professionals certified by GIAC, CompTIA, and other accrediting institutions is the 
fundamental cybersecurity problem. Who should get these certifications? Where should 
companies recruit for cyber roles? To gain some insight into these questions, let’s look at where 
cyber talent is already coming from. Then we can determine how existing pipelines can become 
more robust and efficient.

While certifications are not the only gap faced by various cities, they represent a notably consistent 
problem from city to city (and in fact, are common to a wider range of cities than we visualize here). 
Thus, in aggregate, they represent probably the single most important cybersecurity skills gap.

DEMAND
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When we break down the top transitions into cybersecurity by occupation, the biggest subgroups 
are within the cybersecurity field: incident response and vulnerability management. In other words, 
the largest feeder occupation for cybersecurity is...cybersecurity. (See the graph below.) This 
pattern reflects the primary problem occurring in the market. When companies need cybersecurity 
talent, they post for candidates who already have cybersecurity experience.

Companies need to develop cybersecurity talent by 
retraining IT, finance, and business operations roles

FIG 2.2

Source: Emsi Profile Analytics, 2020
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With this in mind, companies can consider a large array of workers—including their own 
employees—especially those who already have a background in IT and math (specifically IT 
support roles) and/or business and finance (specifically accounting, operations, and change 
management roles. 

For one thing, a huge number of cybersecurity incidents revolve around financial transactions, 
computing, or some combination of the two: a fact reflected in the level of regional demand

Existing cybersecurity workers may be the top source for talent, but there’s a diverse array of jobs 
that send smaller numbers of workers into cyber roles. Business and finance are two other notable 
cyber talent pools. Knowing this immediately helps us to broaden our ideas about who could be 
trained and transitioned into cybersecurity roles. 

Information
Technology

and Math

Cybersecurity

Common career areas that transition into cybersecurity

Business 
and Finance

Sales and 
Customer  Service

Office and 
Administrative 

Services

Protective 
Services

FIG 2.3

Source: Emsi Profile Analytics, 2020
Source: Emsi Profile Analytics, 2020
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In New Geography of Skills, Emsi and the Strada Institute for the Future of Work found that various 
industries—and the communities wherein those industries reside—manifest unique and highly 
nuanced skill needs, or what we call “skill shapes.” Regional skill shapes are driven by local industry 
demand. When we apply this principle to cybersecurity, we gain two important perspectives. 

First, at the national level, we see the overarching need for cybersecurity certifications. Second, as 
we zoom in on specific industries or regions, we also see the local shape of cybersecurity demand. 
These localized skill shapes include both the broadly-needed cyber qualifications as well as the 
specific skills needed by that particular industry and region.

This dual perspective—national and local—helps regional development organizations and learning 
providers create niche, tailored strategies for programs that meet local demand. It also gives 
businesses key insights that help them understand the nuances of their own needs.

Let’s apply this principle to NYC. NYC’s massive financial sector needs cybersecurity professionals 
who understand the banking world in particular. Workers must have expertise in areas such as 
brokerage, commercial banking, wealth management, and financial services. In order to upskill 
employees for these roles, companies should obtain both general cybersecurity training (GIAC 
certifications and certified ethical hacking) and specific training in finance. Upskilling current 
employees within their finance department can give companies a powerful leg up as they fill those 
cyber talent gaps.  

around, say, finance in New York, or machine learning in Dallas. For another, both accounting and 
IT support are—in their current iteration—relatively narrow roles that involve a high number of 
repetitive tasks. These are the types of roles especially vulnerable to obsolescence in the wake of 
technological change. By helping such workers gain highly-demanded cyber skills (particularly the 
certifications), companies are giving them a stronger footing in the labor market and filling their 
own skill gaps at the same time.

Further, by cross-training finance and IT employees, companies will acquire cyber professionals at 
a rate almost certainly cheaper and quicker than paying to recruit people from other companies. 
They will also gain cybersecurity workers with irreplaceable insights derived from their experience 
at the company. 

The future of a firm’s corporate structure may not be accounting, IT, and cybersecurity siloed away 
in separate departments, but hybrid roles exercising key skills from all three. In fact, there’s good 
reason to think that finance and IT workers may be particularly helpful in solving another element 
of the cybersecurity shortage: the regional demand for domain expertise. We’ll get into that in the 
next section.

Domain expertise and local industry needs also 
shape regional cyber demand 

https://www.economicmodeling.com/geography-of-skills/
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In Columbus, employers need people in its finance sector as well as its burgeoning tech sector. 
But unlike NYC, Columbus lacks a large base of finance skills. As a result, we see several sizable 
domain expertise gaps (like commercial banking and financial services) and a few smaller gaps 
(like investments and mortgage loans). Further, tech skills are particularly in demand, with large 
gaps in software development, software engineering, and Scala, as well as notable gaps in cloud 
computing and application security. With these wide-ranging gaps, companies in Columbus need 
to combine tech and finance skills with their cyber training.

FIG 2.4
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FIG 2.5
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Building the right programs

1. Identify the regional skill shape of cybersecurity.

2. Discover whether key regional industries offer a sufficient talent 
pool from which to recruit.

3. Design short microcredentials that combine GIAC certifications in 
tandem with other skills needed by key industries.

To solve the cybersecurity shortage, we need the right programs for the right people. 

But a national, one-size-fits-all model for cybersecurity microcredentials will not solve the hyper 
localized nature of the cybersecurity shortage. Thus, economic development and educational 
institutions should do the following in this order:

Microcredentials for in-demand skills3

Broad cybersecurity skill shapes for three cities
FIG 2.6
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To expound on item No. 3, businesses should focus on upskilling their employees through short-
term, skills-based programs rather than four-year programs or advanced degrees in cybersecurity. 
The hard skills that cybersecurity workers need can be gained through microcredentials, which 
are quick and relatively inexpensive to obtain. Below, we observe that most current cybersecurity 
experts have bachelor’s and even master’s degrees. But that doesn’t mean new cybersecurity 
recruits from other fields should go back to school for another four years. Instead, short, targeted 
programs can build on the education and work experience they already have. 

Degree Type

AssociateBachelorGraduate/Professional

Cybersecurity workers hail from a variety of degrees—
most of them at the bachelor’s and master’s levels

Cybersecurity
Careers
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FIG 3.1

Source: Emsi Profile Analytics, 2020
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Several institutions are already blazing the trail by offering shorter cybersecurity certifications.  
The University of Pennsylvania and FullStack Academy now have cyber boot camps, and the  
University of Idaho recently announced a computer science-based cyber defense curriculum 
ranging from advanced degrees all the way down to certificates. Such programs and boot 
camps, which generally cost between $5,000 and $20,000, offer significant possible savings for 
employers who pay to upskill current employees rather than slogging through layoff/hire cycles. 

As we saw earlier, NYC is in particular need of cybersecurity professionals with experience in  
finance. Therefore, local learning providers should offer microcredentials that focus almost  
exclusively on cyber skills and certifications like encryption and security architecture.

Columbus, on the other hand, should offer GIAC certifications combined with courses in financial 
services and commercial banking. It should also offer another set of programs focused on its many 
high tech companies by offering credentials specifically focused on application security, cloud 
computing security, COBIT (an IT management system), and the programming language Scala.

Finally, institutions and local businesses should identify workers facing redundancy or 
obsolescence who could reskill into cybersecurity roles—particularly workers within business 
operations, finance, or IT.

83% of cybersecurity completions 
are at the bachelor’s level or above

Source: Emsi Labor Market Analytics, 2020
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https://www.fullstackacademy.com/
https://www.uidaho.edu/engr/research/csds/education
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Conclusion
Building a secure future

The data presented here provides clear evidence for a “build, don’t buy” strategy for solving 
America’s cybersecurity talent shortage. Everyone has a role to play: 

Collaboration is key. Together, employers, workforce development organizations, and higher ed 
institutions can reduce the cost of cybersecurity certifications, and communicate the value of 
these qualifications to a wide range of students in diverse programs. 

The cybersecurity crisis presents major opportunities for all: an opportunity for companies to save 
jobs while meeting real needs, an opportunity for workers to unlock the next level in their careers, 
and an opportunity for regions to coordinate innovative programs that meet the needs of both.

Employers
Employers should invest time 
and money in understanding 
their own critical gaps and 
using that knowledge to 
better understand where 
current employees can 
acquire new cybersecurity 
microcredentials to 
fill these new roles. 

Educators
Colleges, universities, and 
other learning providers 
can focus on the key skills 
needed at the local or 
regional level and help 
upskill the many working 
adults who might be looking 
for new employment, plus 
a generation of new grads 
hungry for good opportunity 
in a disrupted labor market.

Regions
Regions and cities have 
a vital role in addressing 
the crisis as they broker 
between local businesses 
and higher education to fill 
the talent gap. Such data 
will help them address 
specific regional needs.

For this paper, we highlighted notable clusters that illustrated strong demand for 
domain expertise. The full picture of any city’s skill shape is necessarily more complex 

and extensive. If you are interested in exploring a more complete picture and in-
depth analysis of your city’s cybersecurity skill shape, please get in touch.

mailto:rob@economicmodeling.com
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